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CSIC SCIENTIFIC CHALLENGES: TOWARDS 2030

What are the major scientific challenges of the first half of the 21st century? Can we 
establish the priorities for the future? How should the scientific community tackle them?

This book presents the reflections of the Spanish National Research Council (CSIC) 
on 14 strategic themes established on the basis of their scientific impact and 
social importance.

Fundamental questions are addressed, including the origin of life, the exploration 
of the universe, artificial intelligence, the development of clean, safe and 
efficient energy or the understanding of brain function. The document identifies 
complex challenges in areas such as health and social sciences and the selected 
strategic themes cover both basic issues and potential applications of knowledge. 
Nearly 1,100 researchers from more than 100 CSIC centres and other institutions 
(public research organisations, universities, etc.) have participated in this analysis. 
All agree on the need for a multidisciplinary approach and the promotion of 
collaborative research to enable the implementation of ambitious projects focused 
on specific topics.

These 14 “White Papers”, designed to serve as a frame of reference for the 
development of the institution’s scientific strategy, will provide an insight into 
the research currently being accomplished at the CSIC, and at the same time, build 
a global vision of what will be the key scientific challenges over the next decade.

VOLUMES THAT MAKE UP THE WORK

 1 New Foundations for a Sustainable Global Society

 2  Origins, (Co)Evolution, Diversity and Synthesis of Life

 3  Genome & Epigenetics

 4  Challenges in Biomedicine and Health

 5  Brain, Mind & Behaviour

 6  Sustainable Primary Production

 7  Global Change Impacts

 8  Clean, Safe and Efficient Energy

 9  Understanding the Basic Components of the Universe, its Structure and Evolution

 10  Digital and Complex Information

 11  Artificial Intelligence, Robotics and Data Science

 12  Our Future? Space, Colonization and Exploration

 13  Ocean Science Challenges for 2030 

 14  Dynamic Earth: Probing the Past, Preparing for the Future 
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ABSTRACT 

Information, gathered, stored, processed and 
transmitted, is the cornerstone of the present 
era and shapes every aspect our daily life, thus 
permeating cultural and social deep changes. A 
multi and cross-disciplinary approach is needed 
to cover all present challenges of the   
Information Age, ranging from both the more 
technological aspects to the social ones. This 
duality is reflected in the title of this volume, 
Digital and Complex Information. The current 
Digital Transformation is enabled by 
developments in physics and engineering and 
entails several fields including electronics, 
optics, material science, and quantum 
technologies. Nowadays challenges include 
sustainable and energy efficient electronics, 
integrated photonics with new functionalities, 
quantum computing and machine learning, and 
operation within the Internet of Things. 
Nonetheless the Digital world generates an 
ever-increasing amount of data in which 
security and trust play a critical role. The 
advances in digital technologies call for a new 
scientific research approach : an Open Science, 
reproducible, interoperable and accessible. New 
avenues are open in how we deal with 
Humanities and with individual/social security 
and rights, within digital citizenship. This is the 
broad spectrum of challenges that drives 
research across about the 40 CSIC institutes in 
line with the latest developments in 
digitalization worldwide.
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CHALLENGE 5

ABSTRACT

The popularization of Internet has meant a 
disruptive change in our way of life : from our 
social and professional activities to the 
mechanisms for generating and exchanging 
information. Despite this being generally 
beneficial, it has also implied an increased 
number of risks and threats from a security and 
privacy point of view. One of the great 
challenges of our society is the generation of 
trust and security in the management of digital 
information that we share and use daily.

KEYWORDS

confidentiality, integrity and availability of information and data   
hardware devices   internet of things   
lightweight cryptography   
microelectronics developments of secure computing systems    
post-quantum cryptography   
quantum computing   
quantum key distribution   RISC-V   
secure computation   
trustworthy and secure digital society  
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1. EXECUTIVE SUMMARY

The exponential deployment and popularization of Internet access ( the so-
called democratization of Internet access ) facilitated by the proliferation of 
the technological devices with connecting capabilities, has driven to the 
growth of the cyberspace, which has changed our society dramatically. Al-
though this change has provided a large number of benefits, it has also gener-
ated a number of risks and threats that often go unnoticed. An obvious chal-
lenge would be minimizing such risks and threats through scientific research 
in order to improve the security of the digital information, thus contributing 
to enhance users ’ trust in the digital society.

Research will be carried out on the design of methods for ensuring the confi-
dentiality, integrity and availability of information, as transversal require-
ments for digital security. Key challenging points are identified regarding the 
storage of data, the communication of information over networks, and the 
processing of data on hardware devices. To secure the storage of data, cryp-
tographic protocols and algorithms will be developed taking into account fun-
damental aspects of authentication, lightweight cryptography and post-quan-
tum cryptography. To guarantee the security of communications over 
networks, dodging the threat of quantum computing, quantum key distribu-
tion will be improved by means of new protocols and technological develop-
ments.  For the secure processing of data on hardware devices, 
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microelectronics developments of secure computing systems and hardware 
roots of trust will be investigated, looking for a European technological 
sovereignty.

Addressing this challenge and achieving its goals will ensure that digital ap-
plications will be used in a trustworthy and secure way.

The experience and previous achievements of the groups involved in this chal-
lenge show their ability to succeed in reaching results which will contribute 
to the progress of basic science, and to the development of new technologies 
and novel applications which will have a remarkable impact in many aspects 
of our society.

2. INTRODUCTION AND GENERAL DESCRIPTION

This chapter, in short, tries to contribute to the promotion of a trustworthy 
and secure digital society, considering the technological aspects of risks and 
threats and moreover, understanding their repercussions on the uses and ac-
tions of citizens. Information security is needed to preserve the defense of 
constitutional and democratic values, the citizens ’ fundamental rights, their 
personal data and its relation to General Data Protection Regulation, etc., and 
requires a multidisciplinary approach. In fact, digital security constitutes one 
of the main challenges of our society, which is not only the information soci-
ety, but also the data society. The later term comes from the massive use of de-
vices, which are continuously and ubiquitously connected to the Internet.

Along this chapter, the terms trust, trustworthy, and trustworthiness describe 
something which a person can believe in, that is, something that is complete-
ly reliable. Properties that something trustworthy must possess are : authen-
ticity, accuracy, consistency, integrity, etc. The concept of security is typical-
ly applied referred to acts of an intentional nature. Security-related risks are 
often related to the actions of an intentional opponent or attacker, such as 
sabotage, theft, or other explicit attacks. This term also applies to something 
that is protected and resilient against failures or errors, malfunctions, wheth-
er caused or not.

Reports issued by relevant authorities, such as the National –Spanish– Secu-
rity Strategy [ Gobierno de España, 2017 ], the Annual National –Spanish– Se-
curity Report, the European Security Strategy [ European Council, 2009 ], the 
NIS ( Network and Information Systems ) Directive [ European Union, 2020 ], 
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the Cybersecurity Act [ European Union ( b ), 2020 ] from the European Un-
ion, and the Horizon Europe Cluster about Civil Security for Society, as well 
as the Digital Europe Program, stress the role of Information Security as a pri-
ority objective to ensure national security and create a Trust-based digital so-
ciety. There are also of interest the international calls made by the National 
Institute of Standards and Technology ( NIST ) from USA. These calls are 
aimed to foster research to find new cryptographic algorithms, primitives and 
protocols which can contribute to improve the trustworthiness and security 
of digital information. Among them, it is worth to mention those related to 
the lightweight cryptography and the post-quantum cryptography.

Ensuring the confidentiality, integrity and availability ( CIA ) of informa-
tion and data, either transmitted by networks or processed and stored in elec-
tronic devices ( computers, smartphones, etc.) is nowadays a strong challenge, 
since users, organizations and companies must be sure that such assets are 
always available and cannot be accessed or modified by other entities or even 
by malicious users without the corresponding permission. In order to achieve 
this challenge and to reach the transversal objective of ensuring CIA of infor-
mation and data ( see Figure 5.1 ) by the design and implementation of cryp-
tographic protocols and secure applications ( transparent to the entities ), 
three types of actions can be developed capable of ensuring : 1 ) Secure storage 
of data ( authentication, lightweight cryptography and post-quantum cryp-
tography ), 2 ) Quantum safe communications ( quantum key distribution ), 
and 3 ) Secure processing of data on hardware devices ( secure devices, open 
hardware, etc.). The benefits of such actions will permit to protect the enti-
ties from many threats and weaknesses like the ( massive ) password theft, 
phishing, ransomware and other malware attacks, and to provide to the users 
a real trustability in the management of digital information, methods for a se-
cure generation of keys, and trusted hardware executing trustworthy 
computation.

The protection of store data can be addressed by considering several aspects 
related to the improvement of cryptographic protocols and algorithms. In this 
sense, authentication is a property of information security that allows users 
to confirm their identities and those of their devices, and thus avoids imper-
sonation attacks by which impostors assume the identity of legitimate users. 
Moreover, lightweight cryptography addresses the security demands in re-
source-constrained hardware and software scenarios such as sensor networks, 
RFID tags, smart-home appliances and mainly Internet of Things ( IoT ) 
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devices. Lightweight cryptography denotes a wide range of cryptographic al-
gorithms with different properties and diverse use cases. In fact, the only uni-
fying constraint of all of them is the low computing power of the devices in-
tended to run them. Under such conditions, specially designed algorithms are 
necessary. Post-quantum cryptography ( PQC ) refers to the design and imple-
mentation of new cryptographic protocols and algorithms which can be con-
sidered secure against the power of the quantum computation. The threat of 
quantum computing, in terms of security, is the possibility that in the medi-
um-to-long term a universal quantum computer with sufficient computing 
capacity will be ready as to implement quantum algorithms capable of break-
ing the cryptographic algorithms currently used. The PQC concept was born 
after the publication of several quantum algorithms ( Shor, Grover and Simon 
algorithms, mainly ), which will break the main symmetric and asymmetric 
cryptosystems used today, if a quantum computer with sufficient computing 
capacity is developed. Indeed, the mathematical problems on which their se-
curity is based ( integer factorization and discrete logarithms in the case of 
asymmetric cryptosystems ) could be solved in just a few hours.

FIGURE 5.1—Challenges for obtaining Trust & Security of data
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Quantum safe communications The aforementioned quantum computing 
threat is being considered internationally by agencies and governing bodies. 
It is therefore mandatory, in order to fulfil the national and international se-
curity agendas, to continuously evaluate the risks associated with the irrup-
tion of said technology, and to study alternatives to make the exchange of in-
formation feasible through confidential and secure channels capable of 
providing quantum safe communications to the general public. In this sense, 
it is worth to mention the Quantum Key Distribution ( QKD ), a quantum tech-
nology that uses the principles and tools of Quantum Mechanics for the se-
cure exchange of information. This is of enormous importance in information 
security since it enables the sharing of cryptographic keys among users with 
information-theoretic security, i.e., with security independent of the compu-
tational power of an adversary. It is therefore secure against a quantum com-
puter attack and hence, the name quantum-safe.

In relation to the Processing of data on hardware devices, it is clear that mi-
croelectronics plays a fundamental role in the context of trust and security in 
digital data, both for being the Key Enabling Technology for the construction 
of the information processing and transmission elements that support cryp-
tographic protocols executed in software, and for being increasingly used for 
hardware implementation of specific devices that allow to improve performance 
and security of the device itself, and reduce size and energy consumption of 
cryptosystems. Secure interconnection of devices and systems in different ap-
plication domains is an open research challenge. So, new microelectronic solu-
tions must be explored in order to provide efficient mechanisms to verify the 
identity of hardware devices and users, as well as to establish hardware roots 
of trust to store, communicate, and process sensitive information. Moreover, 
it is also necessary to ensure the security of devices against side-channel im-
plementation attacks, particularly fault injection and power analysis attacks, 
and to develop countermeasures that allow implementing components and 
algorithms providing security together with efficient features of size, power 
consumption and operation speed.

Another aspect pertaining to security is the necessity of obtaining the Euro-
pean sovereignty in all aspects related to the development of trusted and se-
cure technology, in particular, in the development of secure computing systems. 
In this sense, the challenge is to increase the technological autonomy by pro-
moting a national ( and European ) industrial base of cybersecurity, R&D&I 
and the management of technological talent ( European and National 
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–Spanish– Cybersecurity Strategy [ European Commission, 2013 ]). Europe is 
technologically vulnerable due to the lack of control in the main technologies 
that process digital and complex information. These uncovered technologies 
range from advanced nanometric technologies to the design of complex dig-
ital intellectual property blocks and processor cores. The challenge is being 
able to reduce this gap through the concept of trusted chips creating the nec-
essary hardware blocks needed to ensure the chip authenticity and the sup-
port of cryptographic algorithms based on open and known Hw/Sw process-
ing systems.

3. IMPACT IN BASIC SCIENCE PANORAMA AND POTENTIAL 
APPLICATIONS

The research needed for securing digital information and for reaching users ’ 
trust on the technology and applications will produce a relevant impact in 
both basic science panorama and worldwide economy, and will lead to the de-
velopment of applications which will have a strong social impact. Some exam-
ples of this technology and applications are : protection of citizens ’ personal 
information ; biometric recognition of citizens ; new materials, components 
and developments for the construction of hardware devices and photonic ; 
generalization and implementations of remote e-voting systems, etc. A more 
detailed explanation about the impact of this challenge is provided in the fol-
lowing paragraphs.

In relation to the transversal objective associated to CIA of stored and transmit-
ted information, the design and development of new protocols and algorithms 
will obviously impact in many fields of science and technology, since the man-
agement of information is more and more a requirement in complex systems 
and advanced applications. The historical evolution of cryptography, as a basic 
tool related to trust and security, teaches us, among other things, that after some 
( supposed ) secure algorithms are proposed and accepted for their use, the re-
searchers study such algorithms with the goal to develop new attacks. When 
some weaknesses have been found, modifications of the accepted algorithms or 
new algorithms must be developed. With this perspective in mind, it is not easy 
to determine what topics will have an impact in the short and medium term or 
in the long term. Taking into account that achieving trust and security in digi-
tal data is a very long-distance race, most of all topics can be considered as long-
term challenges, though some of them ( as, for example several algorithms ) could 
produce results with impact in the short or medium term.
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One of the main impacts that this challenge will have is the protection of cit-
izens ’ personal information in a way that avoids the traceability of their move-
ments and the knowledge of their interests and hobbies, the safeguards their 
medical data from access by unauthorized third parties, the right to be forgot-
ten on the Internet, etc. Protecting the information managed in everyday com-
mercial and industrial activities will have an strong impact in the economy of 
any country, since corporate espionage and global threats will be avoided or 
mitigated allowing the proper development of banking, pharmaceutical, tel-
ecommunication companies, etc., as well as the correct functioning of critical 
infrastructures and services as security forces and bodies, nuclear, electrical 
and gas installations, transportation systems, hospitals, etc. Here, the devel-
opment of post-quantum cryptography will have an important impact in the 
proposal of new security protocols. To get such impact, new algorithms based 
on specific mathematical problems will be needed, such as considered in the 
PQC call by the NIST : lattices, error correcting codes, multivariate quadrat-
ic polynomials, isogenies over elliptic curves, hashes, etc. Most of its results 
should be in the short-medium term since the objective is to protect the in-
formation against the quantum threat.

Another great impact of this challenge will be a relevant improvement of the bi-
ometric recognition of citizens. This type of recognition is widespread in cer-
tain areas and is usually used by the security forces to identify users or to access 
to certain buildings or parts of them. The improvements in biometric recogni-
tion techniques will have a clear economic and social impact, in a short-medi-
um term, since they will allow the access to personal or private data only to those 
who have the right to know it. The owner of the data will be able to access such 
data without employing intrusive methods, the access grant being completely 
transparent to the user. Health authorities and state security agencies, etc. will 
also have access to this data. The new results of biometrics will impact on the 
used today features and traits for identifying users. Thus, in addition to use fin-
gerprints, irises, voice, hand and vein geometry, etc., for which it will be neces-
sary to improve their efficiency and effectiveness, in a short-medium term new 
identification features will be proposed ; especially those based on the sensors 
of the smart devices like gyroscope, GPS, accelerometer, etc. These improve-
ments will allow, in a long term, the use of personal devices with added guaran-
tee of privacy, not only in the phase of access or initiation of such devices, but 
also through continuous authentication protocols that guarantee that whoev-
er is using it at all times is its legitimate owner. An important impact of these 
new results related to biometry will be guaranteeing the safety and security of 
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implantable medical devices ( IMD ). So, it would be possible to avoid attacks of 
an adversary for knowing the possible illness of a sick person ( which is against 
your privacy ) and, furthermore, to prevent someone from manipulating such 
IMD by altering the dose of the insulin pump, the pace of a pacemaker, etc.

This challenge will also have an impact on certain aspects related to digital 
citizenship ( Chapter 8 ) such as electronic voting ( e-voting ). It is about gen-
eralizing the democratic uses of all citizens in electoral processes. This is an-
other one of those issues for which solutions are known, but none of them, at 
the moment, offer enough security to be implemented in a generalized and ef-
ficient way. E-voting proposals will allow secure voting though Internet by us-
ing any mobile device ( laptop, smartphone, tablet, etc.) and, at the same time, 
consider the possibility that each citizen may vote several times in the same 
electoral process as a possible measure to avoid coercion when exercising the 
right to vote. It must be considered that e-voting requires very special char-
acteristics, which go beyond the vote cast in a ballot box. It is about guaran-
teeing that, as usual, only registered voters can vote, that the vote must be cast 
freely, be valid, be secret and recorded in the option chosen by the voter ; but 
in addition, it is required that each voter, at the end of the process, be able to 
verify that his vote was accounted for the option he chose, maintaining the 
confidentiality of the vote at all times.

Improving security and increasing trustworthiness in new technologies will 
impact, in a short-medium term, in the development and generalization of 
IoT devices.

Moreover, their applications will be closer to the users and their popularity 
will be increased even more. At the same time, these improvements, will ex-
tend in a long term, their use in fields such as home automation, smart cities, 
smart meters, etc. It is a widely accepted fact that IoT devices were not de-
signed with their security in mind. In this sense, the development of light-
weight cryptographic algorithms will provide a bigger security to IoT devices 
( see Chapter 4 ). These developments will take into account their limited com-
putation and storage capabilities.

Another aspect on which this challenge will have a great impact will be the de-
velopment of international standards, in a short-medium term, in each and 
every one of the aspects considered so far. This will guarantee that the new 
developments will be compatible, available and interoperable at internation-
al level with an obvious positive economic impact.
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Regarding Quantum Safe Communications, the expected short-term impact 
is extending the operability of current QKD systems to the demands of com-
munication networks, which implies longer range, higher speeds and lower 
deployment costs. Consequently, the expected impact will be a wider use of 
these technologies by the society in general, governments, corporations, 
banks, defense sectors, etc. Security risks will thus be reduced and therefore, 
will not expose sensitive information from these sectors, which will have a 
positive effect on the economy. Moreover, secure interconnection of QKD 
nodes independently of their nature will impact in the applied science, in a 
medium term. Specifically, the development of hybrid networks where free-
space and optical fiber QKD links coexist, will increase the flexibility and ver-
satility of these networks and will better address the user needs. On the oth-
er hand, wireless networks are proliferating with the increasing use of 
smartphones, drones, autonomous cars, etc. Adequate confidentiality of these 
channels is mandatory, in the short term, to ensure the user’s information. 
For this matter, the development of efficient free-space to optical fiber inter-
faces capable of counteracting atmospheric effects and relative movement is 
necessary. These solutions, which require, not only technological advances, 
but also increased knowledge of theoretical aspects, such as atmospheric tur-
bulence and beam propagation, will also impact basic science.

Regarding longer-term impacts of quantum safe communications, within ba-
sic and applied science, are the development of QKD applications, including 
space applications that will enable long-distance ultra-secure links. This will 
benefit citizens and governments, as their data could be secure globally. Ex-
ploring the development of different types of QKD protocols better suited to 
different applications ( whether the channel is free space or optical fiber, re-
quires a high or lower bandwidth connection, it is mobile or stationary ), will 
impact the society by providing a better choice to the users ’ needs. In addi-
tion, the development of the Quantum Communications Infrastructure ( QCI ) 
will allow public use of confidential channels to protect user’s sensitive infor-
mation. Potential applications will include the use of these links for critical 
infrastructures such as the energy, transport, telecommunications or water 
supply networks. In this sense, the foreseen impact will include the develop-
ment of new solutions suitable to be deployed in this infrastructure, such as 
robust, compact and cost-effective systems, that could be easily integrated in 
standard technology ; along with new hybrid encryption schemes including 
quantum and non-quantum cryptographic primitives.
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The use of secure devices and secure computing systems in different applica-
tion domains will impact in the applied science, in a short-term. For example, 
the efficient hardware implementations of circuitry for security, i.e., symmet-
ric, asymmetric and post-quantum and lightweight cryptographic and biom-
etric algorithms as well as primitives like ciphers, hash functions, etc., will 
spread the range of devices that are secure currently to cover wearable and 
implantable devices. The new microelectronic solutions will provide efficient 
mechanisms to verify the identity of hardware devices and users, as well as to 
establish hardware roots of trust to store and communicate sensitive infor-
mation. Furthermore, the new results will ensure the security of devices 
against attacks to the implementations of cryptosystems in physical devices, 
particularly fault injection and side-channel attacks, and that their security 
will remain over time in spite of aging. Detecting not only counterfeiting but 
also tampering, that is, that a legitimate device has been manipulated with the 
objective of carrying out an unauthorized operation, is crucial in many appli-
cations. In addition, the fraudulent copy of hardware designs must be avoid-
ed among other reasons by their important economic consequences. In this 
sense, it is demanded the development of white-box cryptography and code 
obfuscation. In summary, as the citizens need to use certified devices from a 
safety point of view, new metrics have to be proposed and new methodologies 
have to be developed to certify the embedded systems and programming tech-
niques from a security point of view.

Our society demands transparency and secure computing systems should also 
be transparent. Hence, the generalization of Open Intellectual Properties 
( IPs ) will have a big impact to grow the universe of fundamental blocks for its 
usage on an open hardware environment such as RISC-V, and independent 
verifications and benchmarking for RISC-V implementations or for any open-
IP. The development of on-chip strategies and utilities will help, in a short-me-
dium term, end users to protect the different levels of Hw/Sw from the core 
processor up to the application software ( Physically Unclonable Functions or 
PUFs, cryptographic coprocessors or accelerators, etc.).

Spain, in particular, and Europe, in general, need to have a secure electronic 
technology which makes it possible the design and fabrication from System 
on Chips till microprocessors that enable the secure implementation of cryp-
tosystems in the devices of our daily life. In this sense, it is fundamental to 
guarantee, in a long term, the growth of the open RISC-V ecosystem and its 
application in many different application domains, from High Performance 
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Computing to Ambient Intelligence, IoT, Edge Computing, etc. The efficient 
generation of tools for the very large scale integration ( VLSI ) circuit design 
as well as the implementation of secure systems and IP modules on FPGAS 
and ASICs are strategic for the electronic technology in Spain and Europe.

4. KEY CHALLENGING POINTS

Besides those related to military, diplomatic, and governmental, there are oth-
er environments where it is very important to protect the information and 
data. Some of them affect to institutions and their relationship with citizens. 
For example, the necessity of enhancing the security of the personal identifi-
cation devices like passports, ID cards, etc., in order to avoid impersonation 
of identities ( see Chapter 8 ). It is also evident the need of guaranteeing the 
secure communications between the companies and their clients ( bank trans-
actions, cloud computing, access to databases, IoT devices, etc.), as well as the 
security of IMD in order to avoid patient data theft, therapy manipulation, 
etc.

The best way to guarantee the transversal objective of Confidentiality, Integ-
rity and Availability of information and data is to develop cryptographic 
protocols and algorithms which fulfill the security requirements established 
by the international organisms and associations. In fact, the development/
evolution of our digital society requires to guarantee the CIA of the informa-
tion managed, for example, in the contexts of smart cities ( by smart meters 
or autonomous cars ), or e-governance ( electronic administration, remote 
electronic voting, etc.).

In the following, descriptions of the key challenging points to achieve effec-
tive trust and security in the digital information are provided. Figure 5.2 shows 
a scheme of the foreseen terms to achieve the different challenging points.

4.1. Guaranteeing secure data storage
Authentication
 Several European regulations impose trust and security norms concerning 
the electronic identification of subjects making transactions within the Eu-
ropean Economic Area : General Data Protection Regulation ( GDPR, EU Reg-
ulation No. 679/2016 ), The Strong Customer Authentication ( which came 
into force on September 2019 ), and U.S. regulations follow similar issues : Dig-
ital Identity Guidelines from NIST establish that the highest Authenticator 
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Assurance Level is based on a ) proof of possession of a key through a cryp-
tographic protocol, and b ) use of a hardware-based authenticator and an au-
thenticator that provide verifier impersonation resistance by using biomet-
rics. In order to be authenticated, claimants shall prove possession and control 
of two distinct authentication factors using approved cryptographic tech-
niques. Moreover, many applications require that genuine individuals prove 
with their physical presence that they are associated with the origin and stor-
age of information. In this sense, Biometrics authenticates the physical pres-
ence of the user through physical features ( fingerprint, iris, etc.), physiologi-
cal characteristics ( heart or brain signals, etc.) or behavioral traits ( gait, 
handwritten signatures, etc.).

The adequate combination of cryptographic and biometric techniques into 
crypto-biometric systems is demanded not only by economic applications but 
also for e-health, e-government, e-learning, digital rights management, etc. 
Some of the tools to be improved for solving the identification of users based 
on the sensors of smart devices ( gyroscope, accelerometer, etc.) and for 

FIGURE 5.2—Timeline of the challenges by term
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guaranteeing the safety of IMD, are those related to cryptography for encryp-
tion and user authentication, template protection, data storage, secure and 
multi-party computing, etc. The fusion of multiple sources of information 
( fingerprint, face, voice, etc.) is employed by multi-modal biometric systems 
to achieve higher performance in individual recognition. Implementations of 
crypto-biometric and multi-modal biometric systems into trusted hard-
ware-based devices as well as the development of efficient template protec-
tion techniques are two challenges to be achieved.

In the case of e-voting, cryptographic protocols are necessary to be developed 
and improved, at least in security matters. Among other primitives, it is worth 
mentioning digital signature, homomorphic encryption, sharing of secrets, 
proofs of zero knowledge, etc. The new proposals in this aspect will improve 
the democratic aspects of our society and the interaction between citizens 
and administrations in a context of e-governance ( see Chapter 8 ).

Lightweight cryptography
Lightweightness does not mean less security. The challenge in lightweight cryp-
tography is to keep the same level of security as that of conventional cryptogra-
phy but to perform it with lower resources. In fact, the topic is to achieve the 
best trade-off between security protection against attacks ( avoiding vulnera-
bilities ), cost ( area, memory, energy ) and performance ( latency, throughput, 
power ). Lightweight cryptography is currently split into ultra-lightweight cryp-
tography ( that provides one function with high performance on one platform ) 
and ubiquitous cryptography ( that is concerned with more versatile algorithms 
in terms of functionality or implementation ). Low-cost IoT devices are not only 
characterized by their constraints in processing power, memory, chip size, and 
energy consumption but also by their minimal or non-existent security. Com-
bining this lack of security with their network dependency, they become the 
perfect gateway to attack or compromise the whole network. It is thus obvious 
that developing new and more secure and efficient lightweight cryptoalgorithms 
is a key challenge regarding the storage of data. This is the reason why 5G tech-
nology deployment or specific calls such as that of NIST for lightweight cryp-
tography address the topic of lightweight algorithm design.

Post-quantum cryptography
From a cryptographical point of view, the principal method to avoid the quan-
tum computation threat is the development of the post-quantum cryptogra-
phy, also referred to as quantum-resistant cryptography, i.e., the design and 
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implementation of robust cryptographic primitives, using Mathematics or 
Computer Science, against the quantum algorithms that threaten the securi-
ty of cryptography as we know today.

Due to the quantum threat to the protection of information, the NIST has 
launched an international call to select new quantum-resistant cryptograph-
ic algorithms. Their security will be based on specific mathematical problems 
founded in lattices, error correction codes, quadratic multivariate polynomi-
als, hashes, etc., so that this cryptography be invulnerable to quantum com-
puters, no matter how much computing power they have. The key challeng-
ing points of PQC are to develop this type of algorithms and protocols in order 
to increase the security of the methods to be used for protecting the informa-
tion in the post-quantum era.

4.2. Quantum-safe communications
Quantum key distribution
Quantum communications consist in the transport of quantum states from 
one location to another. This can be achieved through quantum communica-
tion protocols, such as Quantum Teleportation or QKD. The latter has an in-
teresting application in information security since it enables the exchange of 
cryptographic keys with unconditional security. Quantum communications 
will take part in future quantum networks, where different quantum technol-
ogies will work in parallel. The end nodes, consisting of quantum processors, 
will perform certain computational tasks, and will be connected to each oth-
er by communication lines. These lines, or physical layer, will consist of opti-
cal fiber or free-space channels. In the final stage, quantum repeaters will ex-
tend communication over nodes to, in principle, arbitrary long distances.

Although all these technologies are experimenting great progress, the final 
horizon of a Quantum Internet remains a considerable challenge. Therefore, 
intermediate steps, outlined by the Quantum Technologies Flagship, are to 
be taken by European stakeholders to progressively advance towards the fi-
nal goal. Initial stages of implementation of quantum networks will be through 
a trusted-node approach that may involve the use of satellites to reach long 
distances. Communication protocols will implement QKD using Quantum 
Random Number generators, which, in conjunction with the One Time Pad 
enable unconditional secure encryption. This approach suits well the protec-
tion of critical infrastructures, for instance, whose information is highly 
sensitive.
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A practical case of a quantum communication network will presumably be the 
QCI, whose agreement was signed by sixteen European Union member states, in-
cluding Spain, in 2019. The plan is to build a pan-European network with the mis-
sion of protecting Europe and its critical infrastructures from global cyber threats. 
Several European cities will be connected through QKD links by both ground and 
space-based transmission channels. In later stages, other cryptographic primi-
tives such as authentication, digital signatures, and secret sharing protocols, are 
planned to be added to the network. These are key challenging points that require 
a hybrid approach to information security involving a classical and quantum per-
spective that the groups involved in this challenge can provide.

Other key challenging points remain increasing the range and speed, the ro-
bustness, integration, scalability, etc., of QKD systems. In this sense, through 
our expertise in fast free-space QKD and enabling technologies, we believe we 
are in position of tackling these challenges successfully. Other open questions 
in this field, that we are planning to study theoretically and experimentally, 
are novel protocols capable of closing security loopholes, such as Measure-
ment Device Independent or Twin-Field protocols, novel technologies for po-
larization tracking in mobile platforms and continuous-variables QKD sys-
tems in free-space channels.

Finally, space QKD applications are also driving considerable interest of many 
research laboratories worldwide. Key challenging points remain inter-satel-
lite quantum communications. Our previous experience and knowledge of ex-
perimental QKD protocols place us in a good position to tackle these issues 
in collaboration with other research institution specialized in space applica-
tions such as the National Institute of Aerospatiale Techniques ( INTA ).

4.3. Hardware devices for secure data processing
The advent of edge computer technology has led to the development of new 
Internet connected devices to support innovative and important services for 
citizens and industrial sectors. Most of these embedded systems, usually en-
compassed in the IoT paradigm, combine specific and general purpose pro-
cessing elements that were developed without taking security aspects into 
consideration, which can seriously compromise their functionality and, there-
fore, their capability to lay the foundations of trust on which the future devel-
opment of digital administration and electronic commerce should be based. 
The development of secure devices and secure processing systems will there-
fore constitute the two main topics that will be considered in this challenge.
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Secure devices
Obtaining efficient hardware realizations of the primitives necessary to guar-
antee the trust and security in the processing and transmission of digital in-
formation, and ensuring that these implementations do not present vulner-
abilities that can facilitate the execution of attacks by a possible adversary, 
are, regarding computation on hardware devices, two challenges that should 
be addressed in the coming years.

The new cryptographic schemes resulting from the standardization process-
es currently launched by NIST for lightweight and post-quantum cryptogra-
phy will undoubtedly be the main candidates to attract the attention of cryp-
tographic hardware designers in the short and medium term. In order to 
combine the high-performance provided by hardware and the flexibility of 
software implementations, many of these new security primitives will be de-
veloped following a Hw/Sw co-design methodology. This kind of hybrid real-
izations with enhanced security at both hardware and software levels will be 
also excellent platforms to evaluate possible vulnerabilities, as well as to ex-
plore hardware, software and mixed countermeasures during the design phase 
of a cryptographic system.

The massive use of devices connected to communication networks for the 
exchange of information among administrations, service providers and cit-
izens, raises a number of open issues related to security. System hardware 
is the first link in the chain of trust that must be established to provide a se-
cure environment for users. For this purpose, electronic devices must pro-
vide a Root of Trust ( RoT ) based on the confidence on their fabrication and 
resistant to device impersonation attacks. PUFs and True Random Number 
Generators ( TRNGs ) are the key components of a silicon-based RoT. PUFs 
have been used in recent years as a mechanism to provide unique and 
non-transferable identities to hardware devices. PUFs should be easily eval-
uable and repeatable functions so their associated hardware can prove its 
identity by repeating the function evaluation, whereas another identical de-
vice ( a possible impostor ) is not able to generate the correct output for the 
same input. PUFs must generate responses with sufficient entropy to not re-
veal device secret information. On the other hand, Silicon-based TRNGs, 
which use a source of entropy such as thermal noise to generate unpredict-
able and statistically uncorrelated sequences of bits that allow generating 
secure and unreproducible keys and challenges, are a must for trusted and 
secure implementations.
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A reduction of entropy leads to system vulnerabilities. In this regard, a cru-
cial issue is device aging due to different mechanisms ( such as BTI-Bias Tem-
perature Instability or HCI-Hot Carrier Injection ), which degrade the per-
formances of circuits over their lifetime, and therefore can seriously 
compromise security in hardware implementations. Furthermore, aging af-
fects not only the PUF but also the other elements of the security chain. It is 
therefore essential to study and analyze the effects of aging on the whole se-
curity chain, paying particular attention to whether these effects are accumu-
lative, and whether and how these effects can be mitigated when the security 
level is fatally compromised.

Most of the applications mentioned above which use cryptosystems ( identi-
fication, authentication, digital signatures, etc.) are embedded in smart cards, 
smartphones, tablets, IoT devices, etc. Hence, many cryptographic devices are 
physically reachable and might be within adversary’s grasp. Regarding this 
fact, the challenge to be faced is twofold : on the one hand, improving attack 
techniques ( leakage detection, higher-order attacks and protection circuit 
edition ), which will allow improved security evaluations of the devices that 
citizens will use ; on the other, to design new countermeasures capable of guar-
anteeing that the devices are resilient against increasingly sophisticated at-
tacks. Examples of such countermeasures can be the automatic logic power 
balancing, the generation of passive and active top metal shielding to prevent 
focused ion beam circuit edition and microprobing, the integration of light 
sensors for the detection of die decapsulation, substrate thickness monitor-
ing to identify possible backside attacks, passive layout camouflage based on 
near-equal layout gate libraries, active hardware obfuscation by means of syn-
thesizing dummy finite-state machines, physical redundancy of protection 
flags, etc.

Secure processing
As mentioned above, besides secure transmission and storage of information, 
digital information origin should be authenticated. Avoiding counterfeiting 
is very important because fake devices do not meet usually the required qual-
ity provided by legitimate devices and can be the trapdoor for espionage. In 
addition, the European technological dependence on companies outside Eu-
rope affects many aspects of our digital society as most devices used by citi-
zens every day ( smartphones, tablets, smartcards, etc.) employ a technology 
closed under the control of a few number of non-European companies.
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The EU has financed ( with around 80M euros ), the EPI project within a pro-
gram that has the heading “ H2020-EU.2.1.1.2. – Next generation computing : 
Advanced and secure computing systems and technologies, including cloud 
computing ”. This project has as one of its missions “ Developing the first gen-
eration of technologies through a co-design approach ( IPs for general-pur-
pose High-Power Computation or HPC processors, for accelerators, for trust-
ed chips, software stacks and boards )”.

In this sense, “ trusted chip ” is the keyword and it is evident that Europe, and 
Spain in particular, need a certain level of technological control that they do 
not currently have. This challenge is not only the design of a European pro-
cessor but also includes topics ranging from secure communications proto-
cols that cover the entire range of applications, from broadband to IoT, until 
the control of manufacturing technologies. However, even in the case of fully 
European secure computing systems, there is still the need for auditing such 
a “ trusted chip ” to detect possible hardware trojans introduced either at the 
design house or at the semiconductor foundry. Hence, the second challenge 
here is the automated reverse engineering of full IC designs containing hun-
dreds of thousands of equivalent gates. This hardware trust and assurance 
verification at chip level requires the physical extraction of the entire mask 
design and the bottom-up analysis of the resulting layout up to the architec-
tural and functional description levels of the full chip.

Security by obscurity is discouraged and not recommended by standards bod-
ies since the last century. Open technology is preferred. A possible solution to 
this situation is the RISC-V ISA ( Instruction Set Architecture ), which is free 
of royalties for any company and can mimic the path initiated by Linux years 
ago. In deep, the EU has chosen this architecture as a reference for the future 
European microprocessors. In fact, it is expected that this RISC-V open ISA 
will help to start and grow the open-hardware developments and market as 
happened years ago with Linux open operating system, which ten years later 
resulted in a large community of open software developers while reducing the 
costs of software developments. The RISC-V Foundation includes the Secu-
rity Standing Committee to agree in the best security practices and include 
them in RISC-V based implementations. Nowadays, academic and industrial 
sectors are working on developing from cryptographic IP modules to com-
plete Trusted Execution environments based on RISC-V. In addition, in or-
der to have “ compliant ” RISC-V devices, a complete set of standard compli-
ance test cases, methods and tools have to be provided to the developers 
allowing the detection of possible errors, security flaws or backdoors.
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ANNEX : ONE SLIDE SUMMARY FOR EXPERTS
FIGURE 5.3—Trust and Security for experts

ANNEX : ONE SLIDE SUMMARY FOR THE GENERAL PUBLIC
FIGURE 5.4 —Trust and Security for the general public
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Information, gathered, stored, processed and transmitted, 
is the cornerstone of the present era and shapes every 
aspect our daily life, thus permeating cultural and social 
deep changes. A multi- and cross-disciplinary approach is 
needed to cover all present challenges of the Information 
age, ranging from both the more technological aspects to 
the social ones. This duality is reflected in the title of this 
volume, Digital and Complex Information. The current 
Digital Transformation is enabled by developments in 
physics and engineering and entails several fields including 
electronics, optics, material science, and quantum 
technologies. Nowadays challenges include sustainable and 
energy efficient electronics, integrated photonics with new 
functionalities, quantum computing and machine learning, 
and operation within the Internet of Things. Nonetheless 
the Digital world generates an ever-increasing amount of 
data in which security and trust play a critical role. The 
advances in digital technologies call for a new scientific 
research approach: an Open Science, reproducible, 
interoperable and accessible. New avenues are open in 
how we deal with Humanities and with individual/social 
security and rights, within digital citizenship. This is 
the broad spectrum of challenges that drives research 
across about the 40 CSIC institutes in line with the latest 
developments in digitalization worldwide.




